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:KDW�LV�D�FROODERUDWRU\"

❚ $�QHZ�HQYLURQPHQW�WKDW�DOORZV�FRQYHQLHQW�
UDSLG�DQG�G\QDPLF�LQWHUDFWLRQV�WR�IORZ
XQHQFXPEHUHG�E\�WKH�OLPLWV�RI�WLPH�DQG
GLVWDQFH��OHDGLQJ�WR�D�WUXO\�QHZ�SDUDGLJP�LQ
VFLHQWLILF�UHVHDUFK�

❚ 5HVHDUFK�DW�D�GLVWDQFH�
❚ $�SHUVLVWHQW�HOHFWURQLF�VSDFH�



7KH�00&�(QYLURQPHQW

❚ 7KH�00&�LQFOXGHV�ILYH�GLIIHUHQW�UHVRXUFH
FHQWHUV��PLFURVFRSHV���EHDP�OLQHV�

❚ 7KH�XVHU�FRPPXQLW\�LV�GLVWULEXWHG�WKURXJK
WKH�8�6��DQG�DEURDG

❚ 8VHUV�UHTXLUH�KLJK�EDQGZLGWK��VHFXUH�DFFHVV
EXW�PD\�QRW�EH�DEOH�WR�EX\�PXFK�HTXLSPHQW
RU�VRIWZDUH

❚ 'LIIHUHQW�XVHUV�UHTXLUH�GLIIHUHQW�OHYHOV�RI
DFFHVV��VWXGHQWV��UHVHDUFKHUV��RSHUDWRUV��



&URVV�SODWIRUP�LV�UHTXLUHG

❚ )URP�D�XVHU�VXUYH\��a��\HDU�ROG���DOPRVW�DOO
XVHUV�KDYH�0DFV�RU�3&V��$�QHZ�VXUYH\�LV�LQ
SURJUHVV�DQG�ZH�VXVSHFW�WKDW�PRUH�QRZ�XVH
3&V�

❚ $�PDQXIDFWXUHU�VXUYH\�DW�WKH�&OHYHODQG
PLFURVFRS\�VKRZ�UHYHDOHG�WKDW�WKH\�ZHUH�DOO
VZLWFKLQJ�WR�:LQGRZV�17�IRU�PLFURVFRSH
FRQWURO�

❚ 8QL[�RQO\�VROXWLRQV�ZLOO�QRW�VXIILFH�



6HFXULW\�DQG�QHWZRUNLQJ

:LWK�PLOOLRQ���LQVWUXPHQWV�RQ�OLQH��VHFXULW\�LV�D
QHFHVVLW\�
❚ )DVW��WUDQVSDUHQW�HQFU\SWLRQ
❚ 6HFXUH�PXOWLFDVW�IRU�FRQIHUHQFLQJ�DQG�JURXS
FROODERUDWLRQ

❚ $FFXUDWH�DQG�IDVW�NQRZOHGJH�RI�ZKR�LV
DFFHVVLQJ�RXU�GHYLFHV�IURP�DFURVV�WKH�QHW

&HUWLILFDWHV�DUH�WKH�NH\�WR�DFKLHYLQJ�DERYH



6HFXUH�DXWKRUL]DWLRQ

❚ )RU�VLPSOH�DSSOLFDWLRQV��VWURQJ
DXWKHQWLFDWLRQ�RI�WKH�XVHU�PLJKW�VXIILFH�

❚ %XW�LQ�UHDO�OLIH��YDULRXV�VWDNHKROGHUV�KDYH
FRQWURO�RYHU�DFFHVV�WR�UHVRXUFHV�DQG�GDWD�
◆ $FFHVV�FDQ�RQO\�EH�DOORZHG�DIWHU�DSSURYDO�E\�HDFK
VWDNHKROGHU

❚ 7KH�$NHQWL�DFFHVV�FRQWURO�V\VWHP��:LOOLDP
-RKQVWRQ�²�/%1/��FDQ�VROYH�WKLV�QHHG�

KWWS���ZZZ�LWJ�OEO�JRY�VHFXULW\�$NHQWL�



7KH�´FRQYHQWLRQDOµ�DSSURDFK

❚ 6WDNHKROGHUV�DUH�LGHQWLILHG�E\��XVXDOO\��ZULWWHQ
SROLF\

❚ 5HSUHVHQWDWLRQV�RI�DXWKRULW\��³XVH�FRQGLWLRQV´�
DUH�PDGH�E\�ZULWWHQ��VLJQHG�SURFHGXUHV�
PHPRUDQGD��HWF�

❚ 7KH�UHTXLUHG�XVH�FRQGLWLRQV�DUH�VDWLVILHG�E\�D
VHW�RI�DWWULEXWHV��RUJDQL]DWLRQDO�PHPEHUVKLS�
WUDLQLQJ��HWF�



7KH�´FRQYHQWLRQDOµ�DSSURDFK

❚ :KR�DQG�RU�ZKDW�FDQ�DWWHVW�WR�XVHUV¶
VDWLVIDFWLRQ�RI�WKH�XVH�FRQGLWLRQV�LV
HVWDEOLVKHG�E\�SROLF\��H�J���D�WRNHQ�LVVXHG�E\
D�SHUVRQQHO�GHSDUWPHQW��D�FHUWLILFDWH�RI
WUDLQLQJ�LVVXHG�E\�DQ�DFFUHGLWHG�VFKRRO��HWF�

❚ 0HFKDQLVPV�DUH�HVWDEOLVKHG�IRU�FKHFNLQJ
FUHGHQWLDOV�²�DQ�RSHUDWLRQDO�DXWKRULW\�WKDW
FRPSLOHV�D�OLVW�RU�UXOHV�DQG�YDOLGDWHV�WKH
XVHUV¶�DWWULEXWHV��HWF�����*XDUG"�



$Q�H[DPSOH�RI�DXWKRUL]DWLRQ

1 - Societal Access Control Model
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$XWKRUL]DWLRQ�LQ�´UHDO�OLIHµ

❚ 3UREDEO\��WKH�XVHU�LV�JLYHQ�RQH�GRFXPHQW
DWWHVWLQJ�WR�KLV�VDWLVIDFWLRQ�RI�UHTXLUHPHQWV�
(�J���'2(�EDGJH�DOORZV�HQWUDQFH�WR�IDFLOLW\�

❚ 7KH�DFFHVV�FRQWURO�HQIRUFHU�²�D�GRRU�JXDUG�
WKH�H[SHULPHQW�3,��HWF��²�YDOLGDWHV�WKH
FDSDELOLW\��H�J���FKHFNV�WKH�EDGJH��ZKHQ
DFFHVV�LV�UHTXHVWHG�

$NHQWL�LPSOHPHQWV�WKLV�PRGHO�LQ�F\EHUVSDFH�



$NHQWL�UHIOHFWV�FXUUHQW�SUDFWLFH

❚ 6WDNHKROGHUV�LQGHSHQGHQWO\�PDNH�DVVHUWLRQV
DERXW�UHVRXUFH�XVH

❚ 7UXVWHG�WKLUG�SDUWLHV�FHUWLI\�XVHU�DWWULEXWHV
UHTXLUHG�IRU�WKH�XVH�FRQGLWLRQV

❚ $XWKHQWLFDWHG�XVHUV�WKDW�SRVVHV�WKH�UHTXLUHG
DWWULEXWHV�HDVLO\�JDLQ�DFFHVV

0RUH�GHWDLOV�DYDLODEOH�DW�
KWWS���ZZZ�LWJ�OEO�JRY�VHFXULW\�$NHQWL



$Q�LQIUDVWUXFWXUH�LV�UHTXLUHG

❚ 1HHG�G\QDPLF�DQG�HDVLO\�XVHG�PHFKDQLVPV
IRU�JHQHUDWLRQ��PDLQWHQDQFH��DQG�GLVWULEXWLRQ
RI�WKH�DFFHVV�FRQWURO�LQIRUPDWLRQ�

❚ 7KRVH�WKDW�PDNH�DVVHUWLRQV��H�J���HVWDEOLVK
WKH�XVH�FRQGLWLRQV�RU�DWWHVW�WR�XVHU�DWWULEXWHV�
PXVW�EH�DEOH�WR�GR�VR�ZLWKLQ�WKHLU�RZQ
ZRUNLQJ�HQYLURQPHQW�

❚ $FFHVV�GHFLVLRQV�PXVW�EH�EDVHG�RQ�DVVXUHG
LQIRUPDWLRQ�DQG�VWURQJO\�HQIRUFHG�



$XWKRUL]DWLRQ�FHUWLILFDWHV

❚ 'LJLWDOO\�VLJQHG�GRFXPHQWV��DQ�DSSOLFDWLRQ�RI
SXEOLF�NH\�FU\SWRJUDSK\��FDQ�SURYLGH�UHPRWH
◆ DVVXUHG�DVVHUWLRQV��H�J���HQXPHUDWLRQ�RI�UHVRXUFH
XVH�FRQGLWLRQV

◆ XVHU�LQIRUPDWLRQ��LGHQWLW\�DQG�DWWULEXWHV�

❚ &HUWLILFDWLRQ�$XWKRULWLHV��&$V��SURYLGH
LGHQWLW\�DVVXUDQFHV�LQ�WKH�IRUP�RI�ZLGHO\
GLVWULEXWHG�GLJLWDOO\�VLJQHG�FHUWLILFDWHV�WKDW
ELQG�DQ�LGHQWLW\�WR�D�SXEOLF�NH\��DQDORJRXV�
H�J���WR�D�VWDWH�LVVXHG�GULYHU¶V�OLFHQVH�



$XWKRUL]DWLRQ�FHUWLILFDWHV

❚ 6LJQLQJ�DXWKRULWLHV�DUH�WKH�PHFKDQLVP�E\
ZKLFK�VWDNHKROGHUV�JHQHUDWH��VLJQ��DQG
GLVWULEXWH�WKHLU�DVVHUWLRQV�

❚ $Q�DFFHVV�FRQWURO�JDWHZD\�LGHQWLILHV
VWDNHKROGHU�LPSRVHG�XVH�FRQGLWLRQV�DQG
ZKHWKHU�D�SRWHQWLDO�XVHU�KDV�PHW�WKHVH�XVH
FRQGLWLRQV�DQG�FRQWUROV�DFFHVV�WR�UHVRXUFHV
�H�J���LQVWUXPHQWV��FRPPXQLFDWLRQV
FKDQQHOV��FRPSXWLQJ�DQG�VWRUDJH�FDSDFLW\�



$XWKRUL]DWLRQ�PHFKDQLVP

❚ $SSOLFDWLRQ�OHYHO�VHFXULW\�VHUYLFHV�SURYLGH
VHFXUH��FRQILGHQWLDO�DQG�UHOLDEOH��HQG�WR�HQG
FRPPXQLFDWLRQ�DQG�HQIRUFH�DFFHVV�FRQWURO
GHFLVLRQV��H�J���66/���WKH�6HFXUH�6RFNHWV
/D\HU��DQG�*66���WKH�,(7)¶V�*HQHUDO�6HFXULW\
6HUYLFHV�$3,��

❚ :HE�EURZVHUV��H�J���1HWVFDSH��DQG�VHUYHUV
�H�J���$SDFKH���DQG�&HUWLILFDWLRQ�$XWKRULWLHV
DQG�GLUHFWRU\�VHUYHUV��FDQ�SURYLGH�D�JHQHUDO
LQIUDVWUXFWXUH�IRU�PDQDJLQJ�FHUWLILFDWHV�



$XWKRUL]DWLRQ�XVH�FHUWLILFDWHV

❚ $OORZ�VWDNHKROGHUV�WR�LPSRVH�WKHLU�XVH
FRQGLWLRQV�LQ�D�³QDWXUDO�DQG�FRQYHQLHQW´�ZD\
²�E\�UHSUHVHQWLQJ�WKHP�DV�GLJLWDOO\�VLJQHG
GRFXPHQWV�WKDW�DUH�JHQHUDWHG��PDLQWDLQHG�
DQG�GLVWULEXWHG�LQ�WKH�VWDNHKROGHU¶V�³ORFDO´
�ZRUNLQJ��HQYLURQPHQW�
◆ 3DVVHG�FRPSXWHU�VHFXULW\�XSGDWH�WUDLQLQJ
◆ SDLG�IRU�D�VHVVLRQ�RQ�DQ�RQ�OLQH�IDFLOLW\
◆ KXPDQ�UHVHDUFK�VXEMHFW�DSSURYHG



$WWULEXWH�FHUWLILFDWHV

❚ $OORZ�XVHU�DWWULEXWH�FHUWLILHUV�WR�SURYLGH�XVHU
FKDUDFWHULVWLFV�WKDW�PDWFK�XVH�FRQGLWLRQV�
DJDLQ�LQ�D�QDWXUDO�DQG�FRQYHQLHQW�ZD\�
◆ )RU�H[DPSOH��D�UROH�FHUWLILFDWH�FDQ�UHSUHVHQW�PDQ\
RI�WKH�XVHU¶V�SURSHUWLHV��UROH�EDVHG�DFFHVV�FRQWURO��
00&��JXHVW��VWXGHQW��UHVHDUFKHU��VWDII
+RVSLWDO��RUGHUO\��QXUVH��LQWHUQ��GRFWRU��VSHFLDOLVW�
FOHUN��VRFLDO�ZRUNHU�«�
251/��VHFUHWDU\��VWDII�PHPEHU��VHFWLRQ�KHDG�«�



,GHQWLW\�FHUWLILFDWHV

❚ 6WDQGDUG�;�����FHUWLILFDWHV�DQG�&HUWLILFDWLRQ
$XWKRULW\�LQIUDVWUXFWXUH�DUH�XVHG�IRU
LGHQWLI\LQJ�DQG�DXWKHQWLFDWLQJ�YDULRXV
HQWLWLHV�
◆ %LQG�XVHU�LGHQWLW\��GLVWLQJXLVKHG�QDPH��RU�'1��WR
XVHU¶V�SXEOLF�NH\

◆ &1 -DPHV�$��5RPH��8,' MDU��28 2DN�5LGJH
1DWLRQDO�/DERUDWRU\��2 0DWHULDOV
0LFURFKDUDFWHUL]DWLRQ�&ROODERUDWRU\��/ 2DN�5LGJH�
67 5HVHDUFKHU��& 86



´$NHQWLµ�SROLF\�HQJLQH

❚ $Q�LQGHSHQGHQW�VRIWZDUH�PRGXOH�WKDW�PDNHV
DFFHVV�GHFLVLRQ�E\�LGHQWLI\LQJ�WKH�XVH�
FRQGLWLRQV�DVVRFLDWHG�ZLWK�D�UHVRXUFH�
VHDUFKHV�IRU�WKH�FRUUHVSRQGLQJ�XVHU
DWWULEXWHV��DQG�YHULILHV�WKDW�D�SRWHQWLDO�XVHU
PDWFKHV�DOO�VWDNHKROGHU¶V�XVH�FRQGLWLRQV�



&DSDELOLWLHV

)RU�D�JLYHQ�UHVRXUFH��$NHQWL�SURYLGHV�D
❚ YHULILHG�XVHU�LGHQWLW\�
❚ DQ�DVVXUHG�DFFHVV�FRQWURO�GHFLVLRQ��DQG
❚ �D�OLVW�RI�SHUPLWWHG�DFWLRQV
WR�WKH�DSSOLFDWLRQ��RU�LWV�DJHQW��WKDW�XVHV�WKHVH
WR�FRQWURO�VSHFLILF�XVHU�DFWLRQV��DQG�WR�VHW�XS�D
VHFXUH�FRPPXQLFDWLRQ�FKDQQHO�EHWZHHQ�WKH
XVHU�FOLHQW�DQG�UHVRXUFH�



,PSOHPHQWDWLRQ

❚ -DYD�DSSOLFDWLRQV�SURYLGH�WKH�PHFKDQLVP�IRU
VWDNHKROGHUV�DQG�DWWULEXWH�FHUWLILHUV�WR�FRQVWUXFW
XVH�FRQGLWLRQ�DQG�DWWULEXWH�FHUWLILFDWHV�

❚ $Q\�:HE�VHUYHU�³WUXVWHG´�E\�WKH�VWDNHKROGHUV
DQG�FHUWLILHUV�FDQ�EH�XVHG�WR�GLVWULEXWH�WKH�XVH�
FRQGLWLRQ�DQG�DWWULEXWH�FHUWLILFDWHV�

❚ $NHQWL�SURYLGHV�GDWD�GULYHQ�FHUWLILFDWH�DQDO\VLV�
L�H���QR�VHPDQWLF�DQDO\VLV�RI�XVH�FRQGLWLRQV��WKDW
LV�OHIW�WR�WKH�UHVRXUFH�VHUYHU�RU�WR�RXW�RI�EDQG
DJUHHPHQWV�



$NHQWL�DFFHVV�FRQWURO�V\VWHP

user
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application
(e.g. Web
browser)

♦ identity
♦ use-conditions
♦ attributes

resource
♦ fine-grained access control:

enforce profiles of permitted
actions, parameter ranges,
time slots, etc.

♦ access content - e.g.
data-objects, compute
server, digital library,
instruments, etc.
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policy engine
(acts on behalf of all stakeholders)

♦ ensure stakeholder representation

♦ issue an access capability for an entity (user)

Certification Authorities
(identity - e.g. X.509)

Attribute Authorities
(user characteristics)

Authorization Authorities
(resource owner generated

use-conditions)

Stakeholder
identities

digitally signed
documents generated
by many independent

principals

user
identity

authorization

request

auth req resp

security services
♦ set up security context between user-client and

resource, using, e.g. Apache/SSL or SPKM/GSS

access control gateway
♦ acquire capability from policy engine
♦ enforce “check immediate” requirements (e.g.

re-authenticate user identity and/or use-condition
certificates, collect payment, etc.)

 (trusted agents of
the signing
authorities)

secure platform

3 - The Overall Architecture of the Authorization Certificate Approach

certificate servers

♦  evaluate policy and verify certificates
     (i.e., matches use-conditions and attributes)



$FFHVV�FRQWURO�JURXSV

Stakeholder_1
requires Attribute_1

and Attribute_2

2 - Access Groups are Defined by Several Required Attributes

sets of required
attributes define
access-groups

separateattributes
may be required

forspecifications
on the resource

set of users who posses
Attribute_1 and

Attribute_2

set of users
who posses
Attribute_3

and
Attribute_4

Stakeholder_2
requires Attribute_3

and Attribute_4

Stakeholder_3
requires Attribute_5

and Attribute_6

set of users
who posses
Attribute_5

and
Attribute_6

Stakeholder_4
requires Attribute_6

for Action_1

set of users
who posses
Attribute_6

access-group
possessing the

attributes required by
all stakeholders



$NHQWL�SROLF\�IRU�OXQJ�FROODERUDWRU\

4 - Example Policy
Model for a Digital

Information
Repository:

Hierarchical domains of
control and access

rights

root

Lung Collaboration collection
summary

♦ owned by collaboration curator
♦ available to DOE Labs and collaborators

2

Widget
Project

Collection
♦ owned by

project PI
♦ available

only to
project

Group summary data
♦ owned by group curators
♦ available to collaboration only

3

Indi vidual investigator’s data
♦ owned by investigator
♦ available only to investigator and co-workers

4

Digital Library
♦ owned by Webmaster
♦ resources allocated by policy
♦ designates collection owners

1



$NHQWL�SROLF\�PRGHO�H[DPSOH

5 - Access Control Policy Model
Example

http://ImgLib.lbl.gov

Lung_Collab

data_b data_cdata_a

group_a

required_attributeCN=“Mary Thompson”
enables (read andwrite  andcreate_col)
for http://ImgLib.gov/Lung_Collab
with scope sub-tree
issuer= Webmaster

required_attributegroup=group_a_admin
enables (read andwrite  andcreate_col)
for http://ImgLib.gov/Lung_Collab/group_a
with scope sub-tree
issuer= “Mary Thompson”

required_attribute (group =“Lung_Collab Group”  or
O=Sandia or O=LBNL  or O=LLNL)
enables access forhttp://ImgLib.lbl.gov/Lung_Collab
with scopesub-tree
issuer= “Mary Thompson”

(required_attributeCN=“Mary Zolar” enables (read and
write  andcreate_col) and (required_attribute CN=“John
Walker” enables (read andwrite)
for http://ImgLib.gov/Lung_Collab/group_a/data_a
with scope sub-tree
issuer= “Jim Bean”

♦ TheWebmaster delegates to Mary
Thompson the authority to manage the
Lung_Collab collection.

♦ Mary Thompsonestablishes the general access
group for the collection. This access group may
only be further restricted from this point down.

♦ Another certificate at this level grantsread to this
same group.

♦ Mary Thompsondelegates management of thegroup_a collection to
anyone ingroup_a_admin.

♦ Another certificate would define the access group asLung_Collab only.

♦ Jim Bean (ingroup_a_admin) delegatesdata_a
collection management to investigator Mary Zolar and
grants John Walker (Zolar co-worker) read and write
(object create) permission.

2

1

3

4

ge
ne

ra
l a

cc
es

s 
ar

ea
 fo

r
co

lla
bo

ra
tio

n 
an

d
“fr

ie
nd

s”

pr
ot

ot
yp

e
gr

ou
p 

ac
ce

ss
ar

ea

pr
ot

ot
yp

e
PI

 a
cc

es
s

ar
ea



6 - Access Control, Step 1
A request for access is made to a private data area of the
digital library on ImgLib.lbl.gov

http://bio-a.alaska.edu

Mary Thompson
(Lung collab. leader)
UW, Milwaukee

http://lung.bio.uwm.edu

Mary Zolar
(data_a owner)
LSU

request for
access

John Walker
(Mary Zolar co-worker)
University of Montana-Missoula

http://ImgLib.lbl.gov

Jim Bean
(group_a lead)
U. of Alaska



7 - Access Control, Step 2
The request for access causes the policy engine to identify
the stakeholders and retrieve their use-conditions.

Jim Bean
(group_a lead)
U. of Alaska

http://bio-a.alaska.edu

Mary Thompson
(Lung collab. leader)
UW, Milwaukee

http://lung.bio.uwm.edu

Mary Zolar
(data_a owner)
LSU

request for
access 1

2

3

4

use-conditions

John Walker
(Mary Zolar co-worker)
University of Montana-Missoula

http://ImgLib.lbl.gov

The use-conditions are formulated
and controlled in the environment

of the stakeholders.



8 - Access Control, Step 3
The use-conditions require the user to possess a set of
attributes. These attributes are collected and checked.
(Some of the attributes come from the user’s identity
certificate.)

Jim Bean
(group_a lead)
U. of Alaska

http://bio-a.alaska.edu

Mary Thompson
(Lung collab. leader)
UW, Milwaukee

http://lung.bio.uwm.edu

http://bio.lsu.edu

Mary Zolar
(data_a owner)
LSU

request for
access

ldap://glow-plug.snl.gov

collaboration identity
Certification Authority

2

3

4

3A

2A

4A

1A

validated
attributes

use-conditions

John Walker
(Mary Zolar co-worker)
University of Montana-Missoula

http://ImgLib.lbl.gov

Identity certificates provide one set
of user attributes.

Other types of
attributes are
dened by the
stakeholders
and certied
by designated
authorities.



12 - Access Control, Step 4
The access control decision (affirmative) is passed to the
Web server that then establishes a secure communication
channel to the requester.

Jim Bean
(group_a lead)
U. of Alaska

http://bio-a.alaska.edu

Mary Thompson
(Lung collab. leader)
UW, Milwaukee

http://lung.bio.uwm.edu

http://bio.lsu.edu

Mary Zolar
(data_a owner)
LSU

request for
access

ldap://glow-plug.snl.gov

collaboration identity
Certification Authority

1

2

3

4

3A

2A

4A

1A

validated
attributes

use-conditions

John Walker
(Mary Zolar co-worker)
University of Montana-Missoula

http://ImgLib.lbl.gov

secure
channel



&HUWLILFDWH�UHTXLUHPHQWV

❚ )DVW�DFFHVV�WR�FHUWLILFDWH�VHUYHUV
◆ &HUWLILFDWHV�PXVW�EH�FKHFNHG

❚ 3ROLF\�HQJLQHV�PXVW�FKHFN�DXWKRUL]DWLRQ
❚ 5HOLDELOLW\��,I�WKH�VHUYHUV�DUH�QRW�XS��WKH�XVHU
LV�GHQLHG�DFFHVV�

7KHUH�FDQ�D�VLJQLILFDQW�DPRXQW�RI�RYHUKHDG�WR
VHW�XS�D�FLUFXLW�IRU�D�VKRUW�WUDQVDFWLRQ�
KWWS���PPF�HSP�RUQO�JRY�aMDU�00&&HUWV�KWPO



6XPPDU\

&HUWLILFDWHV�FDQ�EH�XVHG�WR�H[SUHVV�DQG�HQIRUFH
FRPSOLFDWHG�DQG�IOH[LEOH�VHFXULW\�SROLFLHV�
❚ ;�����LGHQWLW\�FHUWLILFDWHV
❚ 8VHU�DWWULEXWH�FHUWLILFDWH
❚ 8VH�FRQGLWLRQ�FHUWLILFDWHV

$NHQWL�LV�MXVW�QRZ�LQ�SLORW�SKDVH��0RUH�GHWDLOV
DUH�DYDLODEOH�IURP
:LOOLDP��%LOO��-RKQVWRQ����MRKQVWRQ#JHRUJH�OEO�JRY

DXWKRUL]DWLRQ
FHUWLILFDWH


